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Identity Management
isn’t so much a new

thing, but rather a
more coherent way 
of looking at what

had previously 
been seen as many

separate components.
But that shift in 

perspective makes 
all the difference.

From the Editor
BY PHIL BECKER

W
hat do you think Identity
Management is?  On
phone calls and at confer-
ences I have been hearing
this question in one form

or another for the past few months, often
asked by someone who it would seem should
know.  Identity Management has achieved full
“buzz word” status, and every company that
can is saying that their product does identity
management. While this has caused the world
at large to know that “something is going on”
called identity management, it has simultane-
ously caused confusion about what exactly it
is. That this question is asked by those who do
indeed know at least something about the sub-
ject is an indication of the power that is
released by “getting the picture” of identity
and identity management right. It also indi-
cates that they know the danger of not getting
the picture right. This is a classic indication
that a paradigm change is underway.

The Power 
of the Paradigm
The definition of the word paradigm is “the
generally accepted perspective of a particular
discipline at a given time.” The much over-
used (and misused) term “paradigm shift”
thus means a change from one “generally
accepted perspective of a particular disci-
pline” to a different way of looking at and
understanding it. Paradigm shifts, however,
don’t just happen. Rather they are driven by
agents of change. This makes sense when
you realize that there is no need for a para-
digm change to occur unless the current par-
adigm in a particular discipline no longer
allows us to fully understand and deal with
what is happening because of changes that
have occurred.

Humans resist change, and they don’t change
outlooks that have worked for them unless they
stop working. Thus paradigm shifts don’t occur
just because the “generally accepted perspec-
tive” of a particular discipline is wrong. An out-
dated paradigm can stay in vogue much
beyond its time if it is a useful tool.  For a new
“generally accepted perspective” to form, not
only does the old paradigm have to cease being
useful or correct at some level, but there must
also be pressure from one or more significant
“agents of change” that the old paradigm does
not address well.  In other words, for a  para-
digm shift to occur the old paradigm must cease
being as useful as it had been specifically
because change is taking place, causing it to no
longer provide us with the ability to cope with
the effects of those changes.

Agents of Change
We are at just such a moment in the networked
computer industry. Several agents of change
have appeared to make the old paradigms
markedly less effective. Organizations are
wrestling with the challenges of managing
secure access to information and applications
that are distributed across a wide range of both
internal and external computing systems, and
integrating systems that took different and
incompatible approaches in their design. Such
integration is being forced by acquisitions and
also by extranet integrations with business part-
ners. It is also desired to allow new business
methods and/or products to be deployed.

The networked use of technology is also creat-
ing an explosion in the number of users for sys-
tems – users from many different sources both
inside and outside of the organization.
Managing the security and accuracy of this rap-
idly expanding user base seriously challenges

DIDW staff:  Editor in Chief: Phil Becker • Contributing Editor: Eric Norlin • Creative Direction: Intersect Media Group



www.DIGITALIDWORLD.com 5

old outlooks and methods. At the same
time, businesses are looking for competitive
advantage and growth opportunities by
accelerating the speed of their processes,
increasing dynamic integration across
administrative boundaries, and other tech-
niques to leverage the networked computing
systems we have built.

Each of these forces of change requires more
automation and distribution of decision
making about who is allowed to do what
with which data and applications both to
speed up processes and to scale them to han-
dle much large user communities. And for
many enterprises regulatory compliance is
simultaneously ratcheting up the need to
know what happened in systems that are
becoming increasingly dynamic, operating
across administrative and security bound-
aries, and which change their actions based
on users’ needs moment-to-moment.

The existing paradigms allow us to deal
with some of this change, but they are too
slow, too restrictive and inflexible to really
let us see how to embrace these changes and
use them to the advantage of our computing
systems and enterprises. Change has now
proceeded far enough that a new paradigm
(generally accepted perspective of a particu-
lar discipline) is needed, and intuitively peo-
ple know that. Thus the questions about
“what do you think it is?”

Identity: The 
Emerging Paradigm
Identity Management isn’t so much a new
“thing” but rather it is a new, more coher-
ent and unified way of looking at  what
had previously been seen as many sepa-
rate components. It is a new perspective
struggling to become the “generally accept-
ed perspective” so it can provide a new
way to see and understand what is hap-
pening in networked computing.  This uni-

fication of view began a bit before identity
emerged as the term to identify it. The first
major step on the road to understanding
identity was the consolidation of categories
that occurred with the introduction of the
term “Triple-A” for the combination of
Authentication, Authorization, and
Administration. Coining the term Triple-A
was a recognition that what had been seen
as separate categories were really intimate-
ly related, since authenticating a user does-
n’t mean much until you grant that user
permissions to access things. Administering
this layer of infrastructure was also different
in key ways from what had been seen
before, especially as tasks became distrib-
uted in the network. Again, the Triple-A cat-
egory acknowledged that. However, even as
it advanced the perspective of what was hap-
pening, Triple-A still left out several key
components of what is now becoming seen
as Identity Management.

Understand Identity 
to Understand Identity
Management
The term identity is now fairly generally
coming to be seen as not just a user name
and password, but rather the entirety of a
user’s (or object’s) meta-data. Beyond even
that, however, identity data starts to take on
a dynamic management and/or controlling
aspect as evidenced by how things like por-
tals are starting to create dynamic views into
an entire group of applications and data that
differ based on the user’s identity attributes
such as role in an organization, and other
contextual data.

Directory services have spent years trying to
abstract this component of identity into the
X.500 directory structure, only to prove that
it is too hierarchical and thus not really quite
matched to what people and organizations
want to see happen. So even as the directory
emerged as a paradigm (generally accepted

perspective of a particular discipline) for
storage of identity, attributes, permissions,
and abstracting such things outside of appli-
cations themselves, that paradigm’s struc-
ture channeled thinking into cul-de-sacs that
have missed many of the implications of net-
worked identity management. The directo-
ry paradigm limited thinking about network
identity by causing people to think in terms
of building large, integrated, synchronized
and centrally managed identity stores.
These are correct for some applications, but
totally incorrect for others. Thus one must
move beyond this paradigm to see tech-
niques such as virtual directories and feder-
ated identity which are essential to solving
many identity problems.

Authentication and authorization are hard
problems, so it is natural that paradigms
developed that focused only on these areas
of identity. Again, however, while those par-
adigms work for certain problems, they mis-
lead people in other situations. As with the
directory paradigm, it has taken time and
experience in the field with problems that
current paradigms don’t solve very well to
realize that a new way of looking at things
(perspective) is required.

So What is Identity
Management?
Identity management is thus many things,
but mostly it is a way of looking at the entire-
ty of the problem set of integrating and
automating security, authentication, dynam-
ic management of data and applications,
making access policy portable within a net-
work and more. It is a perspective that says
that all of these functions are at their core
about the identity of the person or thing
using the computer system at the moment,
and the policies put in place by the owners
of the applications and data those users
desire to access. Identity management is the
paradigm that results from such a focus.
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In This Issue
In this issue, I have written an article that
seeks to clarify identity management by
dividing it into Identity Management,
which is a set of techniques to manage and
propagate identity data itself correctly, and
Management by Identity, which is the use of
that identity data to actually manage the
processes and create and audit the desired
results in networked applications.

The conversation around “what is identity”
and “what is identity management” is what
Digital ID World is all about. Identity
encompasses many computing disciplines,
from identification (including biometrics
and smart cards), to access control, pass-
word management, identity management,
trusted computing, RFID, and more. In
each issue we present case studies that pro-
vide perspective and context by  illuminat-
ing identity and identity management, along
with commentary on the effects of viewing
computing through the paradigm of identity.

In October we held the second annual
Digital ID World conference, and it was an
amazing event. A great thing about having a
print magazine this year is that I get to re-live
that event with the perspective of a bit of
time to think about it. Among other things
the conference demonstrated that the new
paradigm of identity is taking root and pro-
viding benefits, even as it also showed how
people are approaching identity slightly dif-
ferently based on where they have been. My
conference review article pulls together
many anecdotes from that all-star assem-
blage that illustrate what identity is, why it
matters, and how the picture of it all is
changing. And there are some fun photos of
the goings on as well.

This issue’s feature section focuses on iden-
tity in financial services. Financial services
were early to many of these techniques,
often before they had names. This has had

its pluses and minuses. The pioneers are def-
initely the ones with the arrows in their
back, but they have a lot of good informa-
tion to tell you if you can listen. In the fea-
ture section, for example, we examine
American Express’s federated identity strat-
egy and see what the Liberty Alliance is all
about and where its specifications apply. We
also examine how bringing identity man-
agement to Instant Messaging allows it to be
integrated into an overall identity manage-
ment and compliance regimen.

Payments systems, and specifically
automating payments systems and bring-
ing them into the network has been a field
with many failures and a few spectacular
successes. James Van Dyke examines what
the characteristics are that make payments
systems more likely to deploy, and how
identity is related to that.  Eric, in his
unique style, examines how identity, and
specifically federated identity, may cause a
shift in payment systems so significant it
could affect which type of companies are
at the center of that universe.

Interoperability and open standards are a
requirement for identity management to
become distributed in the network, and
we take a look at one such standard –
SPML – in this issue. We went straight to
the source, the chair of the OASIS TC, to
get the story of how this standard has
come to be, and where it is going.

A seminal event for RFID occured in
November when Wal-Mart called a meet-
ing of over 120 suppliers and outlined the
plans for RFID enabling all the products
it will purchase. They had previously indi-
cated they would require suppliers to pro-
vide RFID by January 2005, but this
meeting was the moment when it “got
real.” We take a look at “The
Meeting in Bentonville” to see
what it means for Wal-Mart and
its suppliers, and also what it
might mean for RFID technolo-
gy in general.

Paradigms are all about perspec-
tive, so we close this issue with

an article on the continuum of federated
identity. Federation is a hot buzz word
these days, but it is rare to have its mean-
ing laid out so clearly as is done by Roger
Sullivan in this article. He identifies the
various problem sets that federation is
intended to deal with, and looks at which
technologies are appropriate in which
cases.  He also examines the business
structures that are driving federation.

The Identity
Conversation
My goal with Digital ID World is to create
a forum for the conversation that is always
required when a paradigm change is
underway. It is never so important that all
parties communicate their thinking as
when an industry is groping its way
towards a new “generally accepted per-
spective” of its particular discipline to deal
with changes that are overwhelming it. As
I say constantly, this digital identity con-
versation works best as an interactive ven-
ture. I encourage all readers to let me
know what you find important, what you
would like to see more coverage of, and
what you would like to see less of so I can
serve you better.  I am always on the look-
out for case studies that provide perspec-
tive on identity in computing, as well as
contributions from those who are working
in the field. Please send those thoughts to
me at editor@digitalidworld.com. 

Finally it is a fact of life that the faster our
readership grows, the more capability we
will have to cover the digital identity con-
versation. So please pass this magazine on
to anyone you think should be reading it,
or give them one of those subscription
cards you find annoyingly tacked into this
issue. It will help us grow to be a better
resource for you. ■
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