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In recent years Financial Services
have been hit with many new or
tightened regulatory requirements
for tighter audit, assurance,

and archiving capabilities for
email. But what about Instant
Messaging, which has quietly
become pervasive? Here too,
identity provides the key...

34 DIGITAL ID WORLD January/February 2004

DENTITY TAM
PRESENC

or Lee Blackmore it
started in early 2002
when the SEC issued
new expanded regula-
tions on brokerage
and trading company emails.
Blackmore 1is the
Information Technology at Stifel,
Nicolaus & Company, a full-serv-
ice regional brokerage and invest-
ment banking firm based in St.
Louis, Missouri that provides

Director of

securities brokerage, investment
banking, trading, investment advi-
sory, and related financial services
to individual investors, profession-
al money managers, businesses,
and municipalities.

For many years financial institu-
tions have had systems in place to
allow compliance
review and audit broker and trad-

officers to

er email, but these new require-
ments meant that now every
employee’s email would be subject

S THE
OF |

to those same audit and archive
requirements. In meetings to
develop new mternal regulations to
handle these expanded email com-
pliance requirements Blackmore
mentioned Instant Messaging,
which the compliance officers were
not then familiar with. He remem-
bers what happened next clearly.
“It was an educational process,
with IT talking to the compliance
people about this other form of
electronic communication that can
happen in a branch [office] that we
at this point had no control over.”

Learning How

IM Was Being Used

The next move was to figure out
just how IM was being used in the
company. Stifel discovered that it
faced a problem common to busi-
nesses everywhere. “We went into
the arena of instant messaging not

knowing how many of our users
used it,” said Blackmore. “We used
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We didn’t really have a budget

for this. We needed something that
would fit in our infrastructure at

a price we could afford

it in I'T to communicate back and forth
with our help desk and our client servic-
es extensively. But on an end user basis,
out to the branch level, broker level, or
traders we had no idea. Our first reaction
was to shut it down because we didn’t
see it as a good communications tool.”

Stifel initiated a survey of the organiza-
tion to find out how many people used
Instant Messaging and what they used it
for. “When that word spread, we got big
complaints from a lot of our traders. We
have a lot of institutional traders that
used it extensively, and in a lot of our
bigger offices, where our brokers may
not have assistants sitting outside of their
door within arm’s reach, they used
Instant Messaging communications for
that,” said Blackmore. It turned out that
while a lot of Instant Messaging was
being used for social inter-office chat like
finding out where each other was going
to lunch, there were also traders and bro-
kers who were using it to generate signif-
icant revenue. Upon learning that
Instant Messaging was providing busi-
ness value “we started investigating the
possibilities and looking for solutions,”
remembers Blackmore.

In June of 2002, the search for a solution
began in earnest. “We didn’t really have
a budget for this, because it was some-
thing new. We needed something that
would fit in our infrastructure at a price
we could afford at the time,” said
Blackmore. “We'’re not a big company,
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we don’t have a lot of
bureaucracy here. I
went to the CFO and
said we’ve got to find a
solution and he said go
ahead and do it. There
were people using IM
to generate revenue, so
it did not take a lot to
get it approved.”

‘Iu’urulrl "I

The Evaluation Begins

The vendor evaluation process was edu-
cational. Downloading demo versions of
different software packages allowed test-
g which revealed even more about how
much Instant Messaging was being used
i the company. In one test, Blackmore
reached a level of control that allowed a
message to be sent to IM users indicating
that the chat session was being moni-
tored. This caused more phone calls
from people afraid the services would be
shut off, and revealed even more about
how pervasive Instant Messaging use
really was in the company.

As familiarity with available technology
grew, a plan began to form. “What we
wanted to address was the business use
of our institutional traders,” said
“We started narrowing
which vendor we were going to pick.

What we looked for was to make sure

Blackmore.

that whatever software package we
picked would fit seamlessly with our
back end. We are a Windows NT shop,
and we've got SQL servers throughout

our organization. We also wanted a prod-
uct that would not touch our end user’s
desktop. Our traders are pretty [fussy] in
how they deal with their screen names
and what we have to touch on their desk-
tops. We wanted something that we
could implement where all we would
have to do was get their screen name and
what protocol they were using. And we
wanted to make sure we didn’t have to
dictate to our end users that they had to
use [a single service] because most of our
institutional traders have an AOL screen
name, an MSN screen name and a
Yahoo screen name and they’re using all
of them.

Clarifying the Requirements

By now it was Summer of 2002, and
Blackmore had a good idea of what tech-
nology could allow him to do within his
budget. IT and compliance then sat
down for a meeting to fully clarify the
requirements. “We worked closely with
compliance, and found out that what we
had to do was review a sampling every
so often, so we had to have review tools,
and make sure that [instant messages]






