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Management by Identity —

By PHIL BECKER

Identity Management 1s just
the critical first step in the
network evolution now
underway. The reason that
Identity Management is so
important 1s the network
architectural change it
enables — Management

by Identity — which will
create tremendous new
opportunities for business
growth and productivity.

t took some time to see past the

excitement of low cost, nearly uni-

versally available global network-

ing and realize the truth - that

large publicly accessible networks
are inherently hostile environments. We
didn’t see that this would be so when net-
work technology was originally designed,
and as a result our current network infra-
structure was built with a presumption of
trust that is not appropriate.

As network usage and accessibility grew,
identity theft and fraud, hacking, denial
of service attacks, spam, and more
threatened those that went online.
Internet enabling enterprise applications
created real business value, but also
opened pathways into a business’ most
valuable data and applications that were
unexpected. The resulting break-ins and
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abuse made us feel violated and afraid -

a fear based on the loss of control of our
computing assets.

In reaction to that fear (and exhaustion
from accomplishing Y2K compliance and
the rapid build-out of the Internet access
boom of the late 1990s) we took back
control by quarantining the network with

physical concepts such as firewalls. Our
language made it clear what we were
doing — creating walled gardens, protect-
ing our perimeters, etc. However, by
doing so we walled ourselves off from
most of the value that networked com-
puting provides. Ironically, at the same
time, we failed to achieve the protection
we sought.



Discovering Digital Identity

and Identity Management

That same fear, however, did focus us on
the nature of network security. That focus
in turn caused deeper examination of the
structures and techniques of authentica-
tion, authorization, and administration of
access permissions. Over the past few
years, this examination has led to better
recognition and understanding of the con-
cepts of digital identity and its first imple-
mentation step - Identity Management.

Identity Management, as it is seen today,
is about managing the actual identity
data and promulgating it throughout our
computing systems. Identity Management
focuses on designing infrastructures that
integrate, organize and case the adminis-
trative tasks of creating, modifying and
deleting identity data, securely delegating
that ability to the proper people, automat-
ing requestor/approver workflows, etc. In
short, Identity Management is all about
making sure that the identity data our
computers store and operate on is reli-
able, current, and properly synchronized.

Manﬁgement by Identity -
The Next Step

Once Identity Management succeeds in
creating reliable, well managed identity
data stores, however, the real benefit of
digital identity becomes possible -
Management by Identity. It is through
Management by Identity that the true
power of networking will be accessed,
more naturally aligning business process-
es and computing processes.

The networking of business processes
across business boundaries has now
become possible. Soon it will be a
requirement for businesses to survive.
Identity Management as it is commonly
understood today does not capture the
larger picture of what is actually taking
place, and the benefits of identity-centric
computing. Management by Identity will
become a necessity, as it is the only way
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Identity Management is About Managing, Securing
and Propagating the Identity Data ltself

to securely automate and manage the
networking of business itself.

The case can be made that provisioning
(propagating identity attributes to applica-
tions to provide user configuration and
access control) and web page access con-
trol software are early instances of
Management by Identity. They certainly
exist “at the boundary” of Identity
Management and Management by
Identity as they translate identity data
itself into access permissions. As tech-
niques evolve these will be seen as the
carly first steps of Management by
Identity. But even at this early stage they
have shown not only large and rapid
RO, but the ability to allow new business
processes and growth opportunities.

Security is Only the First Step

The natural reaction to the fear of hackers
and the feeling of loss of control that net-
working has created is a increased desire
for security (you don’t know what you've
got ‘till it’s gone.) Organizing computing
around identity does enable network
security if the identities themselves are
reliable, and thus security has been an

early driver of Identity Management.
Security, however, is only a pre-requisite
to identity based computing, not its most
important or valuable benefit. The real
benefits of identity based computing — the
ones enabled through Management by
Identity — are that it will allow computing
to dynamically adjust to business and
human processes, releasing new capabili-
ties, productivity and real-time application
and data integration.

The Need for Trust

Humans are networking animals. They
naturally use the power of networking to
maximize personal leverage, capability
and flexibility. Human networks form
from long term relationships (e.g. family,
tribe, school, etc.) because networks
require trust to fully release their power.
Networks don’t need unconditional trust
for any possible contingency, rather they
require sufficient trust for the context in
which they are being used (e.g. I may
totally trust Joe to properly handle large
amounts of cash, even as I know he
would not baby-sit my child reliably.)

Here we confront a fundamental paradox
in translating human networking into
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computer networking since you cannot
build, buy, or create trust. Trust can only
be granted by others; it is the result of the
parties in a network creating credibility
over time that they will reliably do what
they say. Thus technology itself cannot
build trust, it can only create predictable
and well understood conditions and
processes that will allow those humans
who use the systems to grant trust to the
newly automated networked processes.

Transparency is one of the surest paths to
trust. If all parties know that they can ver-
ify all parts of any interaction, it becomes
easier for the parties to trust the process.
Thus the certainty that networked
processes are predictable, fully under-
stood and also auditable is what technolo-
gy can provide as a basis for human trust
to form. This is an initial task of

Management by Identity.

The Web Browser

and Web Services

The Web Browser introduced people to
the then radically new concept of using
computers for real-time discovery and net-
working at the document level. It taught
people that the data from previously unre-
lated documents, managed by people that
have no interaction or even awareness of
each other, can be integrated by them in
real-time on an as-needed basis.

Web Services, the Semantic Web, and
other Service Oriented Architecture tech-
nologies are being designed specifically to
deliver this same type of dynamic net-
working and integration at the application
and data levels. The control and manage-
ment of such service oriented architec-
tures, however, must ultimately rely on
the identities of the user and the owner of
the applications and data, not physical
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security and control. In short, releasing
the promised capabilities of Web Services
will require Management by Identity.

Federated Identity

To enable these new networked, distrib-
uted, nearly autonomous computing
structures and methods, we must find
ways to design and build “networks of
identity” that integrate the current “silos
of identity” It is here that the concepts of
federated identity management have
recently emerged, to allow the integration
of identity usage, without requiring the
integration of identity administration,
management, or the identities themselves.

As these new technologies begin to organ-
ize computing in a truly networked way, it
will become much more aligned with busi-
ness processes. Thus as computing dis-
tributes and networks across ever more
boundaries it must relentlessly become
and

ever around

Managed by Identity.

more organized

Dynamic Integration of Data
and Applications Across
Administrative Boundaries

Once people see and understand the
power of computing applications individu-
ally, they instinctively want them to work
together toward their goals. Thus net-
working creates a demand for integration
that will inexorably grow. It is not possi-
ble, however, to pre-define all of the
desired ways users will want data and
applications integrated. Thus the “Lego
block” approaches to software that are
being developed - such as web services —
to break things into small components
and allow them to re-integrate easily for
many different purposes.

Once things are organized into this type of
building block structure, business will rap-
idly demand the ability to “Integrate on
Demand” to address the next task that is
immediately before them to avoid suffer-
ing competitive disadvantage. Identity-

centric techniques will be required to man-
age, control, and secure this type of
dynamic integration of data and applica-
tions across the network, since the integra-
tion will cross many administrative and
security boundaries. Thus Management
by Identity will be required to enable these
new computing architectures.

The Portal — The Beginning of
Dynamic Integration

Within the enterprise today, the portal is
becoming the vehicle that dynamically
links the web of information and process-
ing capability from various applications
and data stores. A portal has no natural
boundaries, rather it dynamically inte-
grates applications and information based
on its user’s immediate needs, role, and
viewpoint. This means its desired inte-
gration extends across management and
even company boundaries — potentially to
anywhere on the global network. The
user’s identity and the user’s needs cou-
pled with the policies of the owner of var-
ious applications and data are the only
organizing factors. In short, once tasks are
virtualized and made dynamic in the net-
work, Identity is Center.

For example, an employee portal mte-
grates the employee’s company informa-
tion, their 401k plan, their health insur-
ance plan etc. The employee wants a sin-
gle unified view with access to and control
of all of “their” information regardless of
where it 1s or what administrative author-
ity is responsible for it.

Management by Identity is the only
mechanism that honors the incentives of
all the parties involved. It allows the dis-
tribution of tasks while also letting each
participant manage things only from
their perspective. It is the only method
that can achieve an integrated, reliable
result without requiring any party to
understand (or care about) the needs of
all other parties in detail.



Figure 2

True Portability

Since users already see applications ar
data as existing within the network, they
want to access them from anywhere a
anytime. Remote access is not portabil
ity as nothing moves from where it orig-
inally was. True portability allows data
or applets to go offline at any point in
the network.

To provide true portability then, identity
information itself must become portable,
since it must be used to manage, contro
and secure these portable networkec
applications and data. Thus true portabil-
ity of applications and data will require
some form of rights management to
make policies portable as well.

Regulatory Compliance Will
Drive Management by Identi
Many new laws and regulations focus
on either creating accountability for
*who did what with which data when?Z Management by Identity is About Using Identity Data to
or on assuring «only the proper people Manage Computer Systems and Applications
access specific dataZ In the short ternt;
stop gap methods may create betteffoday, the mission for strong authenti- eration, circles of trust, and other meth-
abilities to audit and prove compliancecation is inventing methods that com-ods to integrate the use of identity infor-
with these regulations, but ultimatelybine ease of use for legitimate usermation while simultaneously distribut-
these are formulations that will requirewith high strength authentication assur-ing and minimizing the administrative
Management by Identity to assure com-ance. This is not an easy task ... but it isurdens involved.
pliance on an ongoing basis. critical, as the more we move towards

management by identity, the more criti-But the real reason Identity Management
Privacy enforced by policy will not be cal it becomes to have strong, but legitiis such a hot topic right now is that the
trusted as much as privacy which is cremate user-friendly authentication tech-enterprise is beginning to realize that the
ated structurally or architecturally. It is niques. next step ... Management by Identity ... is
through Management by ldentity that what will be needed to create the com-
privacy policies can be automated anddentity is the Central Threaglting infrastructure for the 21st centu-
distributed throughout the network Identity Management is todayes focus inry. They are beginning to see that identi-

with the data involved. the enterprise, because it is the essentig} is the central thread that will enable
) . first step in reorganizing the control ofsecurity, control, manageability and
Authentication distributed, networked computing accountability in a fully distributed net-

Much early network security work was around identity. Identity Management work. Itis Management by Identity that
focused on creating methods for stronghas already created many innovativewill at last release the true value of net-
authentication. Reliable authenticationtechniques to distribute and automateworked computing safely and reliably.

is indeed a prerequisite to managementhe management and integration of
by identity. However, authentication is identity information across administra- This article is based on Philes opening
not an end, but a means to reliable identive boundaries. It is also bringing sig-presentation at the Digital ID World
tity based transactions. nificant innovation in the fields of fed- Conference 2003.
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